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Section 1:  Identifying Information














	Position Title: Compliance Center Manager
	Date Prepared:  July 10, 2013

	Reports to: 
	Prepared by: 

	Department:  Center for Computation and Visualization
	Phone Ext: 

	Approvals:  
	

	
	

	Incumbent Signature:


	Date:

	Supervisor Signature:


	Date:


Section 2:  Position Purpose (provide brief summary of scope of the position)







The Compliance Center Manager is responsible for the implementation, security and maintenance of a highly secure file system, which stores data subject to different regulations like HIPPA and/or FISMA. This position is also responsible for the management and security of the data, protocols, policies, audits and monitoring of events and activities.
Section 3:  Responsibilities, Supporting Actions & End-Results


List 3 to 6 responsibilities, functions and/or activities; Provide 3 to 4 related supporting actions to describe how the work will be accomplished; provide the desired end result.  Indicate which responsibilities are essential to the position and estimated percentage of time for the responsibility.

Major Responsibility:  System administration of secure file server environment


Supporting Actions:

1 – Design, configuration, development, deployment and maintenance of CCV’s secure file system infrastructure, including hardware, software under Linux
2 – Implement security requirements to comply with regulations, using hardware and software firewalls
3 – Work in collaboration with CIS to establish network protocols
4 – Design and implement data backup measures where appropriate
5 – Troubleshoot hardware and network connectivity
6 – Perform user account administration for diverse users, including quotas, data access control, utilization tracking and documentation

7 – Experience with Active Directory

End Results:
Provide a reliable, secure, and efficient compute environment that houses data with different security requirements
Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:      25%

​​​

Major Responsibility: Management of secure computational engine
Supporting Actions:



1 – Excellent knowledge of virtualization concepts and experience with VMWare
2 – Experience with Windows and Linux operating systems
3 – Knowledge of data encryption

4 – Documentation of Windows and Linux environments

5 – Development of standard operating procedures for Windows and Linux

6 – Mount and monitor storage to VMs
7 – Development of automated procedures for resource allocation
End Results: Build an on-demand VM system where users can access their data and perform analysis
Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:     20 %

​​​

Major Responsibility: Data architecture and collaboration with users
Supporting Actions:



1 – Installation and maintenance of scientific applications
2 – Monitor application utilization

3 – Develop documentation on the most effective use of applications

4 – Work closely with users in data manipulation, security and lifecycle
End Results: Availability of scientific applications, documentation and enabling resource utilization


Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:      20 %

​​​ Major Responsibility: Implement and enforce regulations

Supporting Actions:



1 – Document secure file system and data center procedures and setup

2 – Supervise users on proper procedures

3 – Monitor and document utilization of resources

4 – Develop MOUs to describe best practices
5 – Assess and manage risk
End Results: Documentation of procedures, resource utilization and material needed for audits


Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:      25 %

​​​

Major Responsibility: Planning and organization
Supporting Actions:

1 – Collaborates with CCV’s management group to develop strategic plans for continued enhancement of computing facilities and support
2 – Contributes technical input for the development of annual budgets
3 – Recommends systems requirements to assure success of the secure file system
End Results:
Open new opportunities for collaboration, outreach
Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:     5  %

​​​
Major Responsibility: Other duties as assigned by supervisor 
Supporting Actions: Willingness to participate on projects that may require the adoption of new skills
End Results:


Essential Function?  Yes  FORMCHECKBOX 
    No   FORMCHECKBOX 



Percentage:      5 %

​​​


​​​

Section 4:  Decisions Position is Free to Make
Describe the authority held by the position by listing 3 to 5 decisions that the position is free to make and explain the decisions that depend on the position’s advice.














Decisions free to make:(Note: press hard-return for more bullets)
· Prioritize work

· Upgrade and install new applications
· Suspend access to resources in case of non-compliance

· Optimize access to resources and utilization

· Modify processes for documentation

Explain the decisions that depend on position’s advice:

Resource allocation, data security and sharing, resource utilization
Section 5:  Dimensions
List 3 to 5 quantitative measures that define the size and scope of the position (e.g., number of students counseled, outreach of newsletter, number of staff supported or supervised, budgets monitored and managed):     (Note:  press hard-return for more bullets)




· Number of users that rely on the system
· Number of research projects

· Amount of support tickets answered
Section 6:  Job Qualifications
Provide the education, experience, skills and competencies necessary to perform the position?
(Note:  press hard-return for more bullets)


· Minimum Qualifications:

· Minimum experience of 5 years in system administration under Linux and Windows or equivalent academic training
· Knowledge of hardware and software configuration and deployment
· Expert knowledge of secure network services
· Ability to independently and collaboratively analyze and develop recommendations for systems to support future computing needs and to advise on hardware and software requirements, server use, and upgrades.
· Proficiency installing, operating, and maintaining a variety of network services.
· Excellent communication (both written and verbal) and interpersonal skills to prepare documentation, give tutorials, communicate with the community, etc. 
· Ability to design, configure, integrate, operate, deploy, and maintain servers for services such as network file systems, clusters, compute servers,  licenses, etc.
· Must maintain proper security on secure file servers and VMs
· Essential to remain current with new technology and propose changes to computing systems and policy to improve efficiency, security, and reliability.
· Ability to troubleshoot complex computing problems, often working directly with a diverse campus community of faculty, staff, students and researchers.
· Manage relationships with equipment and software vendors for the delivery of systems hardware, software and support.
· Perform user account administration for a diverse campus community of students, faculty and staff, including quotas, account creation, access control, etc.
Preferred Qualifications:
· Experience with sensitive data under HIPAA and/or FISMA regulations
· Experience in data architecture, organization, data management
Section 7:  Other Information 

Indicate any information that would be helpful in understanding the nature, scope or purpose of the position, or any unusual or hazardous conditions associated with performing the position.  Safety regulations that must be observed in performing the duties of the position should be included here.














This position requires highly technical and scientific expertise. A careful understanding of priorities and processes in an academic institution are needed to efficiently deliver user support services and to keep customers satisfied. The incumbent should have experience working with data subject to restrictions.
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